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RETURN TO:

State of Nebraska (State Purchasing Bureau) State Purohasing Bursau
1526 K Street, Suite 130
REQUEST FOR INFORMATION Lincoin, Nebraska 68503
Fax: 402-471-2089
SOLICITATION NUMBER RELEASE DATE
RFI 52016 May 20, 2016
OPENING DATE AND TIME PROCUREMENT CONTACT
June 30, 2016 2:00 p.m. Central Time Teresa Fleming/Robert Thompson

This form is part of the specification package and must be signed in ink and returned, along with
information documents, by the opening date and time specified.

PLEASE READ CAREFULLY!

SCOPE OF SERVICE |

The State of Nebraska, Administrative Services, Materiel Division, State Purchasing Bureau, is
issuing this Request for Information (RFI) 52016 for the purpose of gathering information to
modernize the Nebraska Department of Motor Vehlcles (State DMV) Vehicle Title and

Registration System (VTR).

Written aunestions are due no later than June 3, 2016, and should be submitted via e-mail to
Written questions may also be sent by facsimile to (402)

4/1-2U8Y.

Bidder should submit one (1) original of the entire RFI response. RFl responses should be
submitted by the RFI due date and time.

Sealed RFI responses should be received in the State Purchasing Bureau by the date and time
of RFI opening indicated above.

BIDDER MUST COMPLETE THE FOLLOWING

By signing this Request for Information form, the bidder guarantees compliance with the provisions stated
inthis Rt st for Information.

FIRM: MorphoTrust USA
COMPLETE ADDRESS: 296 Concord Road, Suite 300, Billerica, MA 01821

TELEPHONE NUMBER: 978-21 5(240)0 FAX NUMBER: 978-215-2500
SIGNATURE: ¢ B DATE: 6/27/2016

TYF ) NAME AND TITLE OF SIGNER: Leevi Raassina, Director of Proposal A° iagement
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The following page contains Form A: Vendor Contact Sheet as required per this
RFL



FORM A
VENDOR CONTACT SHEET

Request for Information Number 52016

Form A should be completed and submitted with each response to this solicitation document. This
is intended to provide the State with information on the vendor's name and address, and the
specific persons who are responsible for preparation of the vendor’s response.

Preparation of Response Contact Information

Vendor Name: MorphoTrust USA, LLC
Vendor Address: 296 Concord Road, Suite 300

Billerica, Massachusetts

01821
Contact Person and Title: James Trager, Proposal Manager
E-mail Address: jtrager@morphotrust.com
Telephone Number (Office): 978-215-2876
Telephone Number (Cellular): 217-494-6179
Fax Number: N/A

Each vendor shall also designate a specific contact person who will be responsible for responding
to the State if any clarification of the vendor’s response should become necessary. This will also
be the person who the State contacts to set up a presentation/demonstration, if required.

Communication with the State Contact Information

Vendor Name: MorphoTrust USA, LLC
Vendor Address: 296 Concord Road, Suite 300

Billerica, Massachusetts

01821
Contact Person and Title: Dino Redmond, Client Executive
E-mail Address: dredmond@morphotrust.com
Telephone Number (Office): 260-496-7480
Telephone Number (Cellular): 260-438-2329
Fax Number: N/A

13 SPB RFI Revised

12/11/2015
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We have fully integrated a mobile driver application that can be managed
through CompleteMVA to control issuance, renewal, and validation of driver’s
licenses rendered on a mobile phone remotely. Currently, we are piloting the
mDL application with the State of lowa and are working with agency heads
across the country to further mDL efforts in their states.

We are also working with other U.S. jurisdictions on an eID pilot project funded
by a National Institute of Standards and Technology (NIST) grant. The pilot
project will demonstrate how a trusted elD can significantly reduce instances of
tax refund theft and identity fraud. The MorphoTrust eID leverages the highly
trusted and secure systems of record to enable State taxpayers to lock their tax
IDs, requiring the tax authority to authenticate their identities before a tax return

is processed.

Modernizing the DMV system of record with CompleteMVA will enable State
agencies to leverage the investment for these innovations and will enable the
new system to provide the whole State of Nebraska with Identity Management
Service. The design principles (illustrated in Figure 1) allow the application
functionality to be moved to the cloud with minimal coding changes. Dynamics
CRM offers on premise and cloud version functionality that are the same.
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Summary

The State DMV requires a solution that will meet all stated requirements of
today, delivered with a proven and effective methodology in a manner that is
most cost effective in the near and long term. MorphoTrust is confident that our
CompleteMVA product will exceed the State DMV’s requirements and provide
the DMV with a platform that provides the desired combination of COTS and
Nebraska-specific components delivering the necessary flexibility for effective
long-term management and development of the platform well into the future.
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1. Approach and Possible Solution

a. What overall solution would you propose to replace the existing VTR system? Please specify
commercial off the shelf (COTS), modified off the shelf (MOTS), or some other software design or
approach. The State DMV is interested in any information you can provide about your high-level
solution.

We propose our CompleteMVA solution consisting of a COTS platform designed
for customer relationship management. The COTS products used in our
CompleteMVA solution offer a solid base for deploying all of the functionality
needed for a modernized vehicle title and registration (VIR) system. Our COTS
approach also minimizes custom development, mitigating the risk of investing in
technology platforms that may become obsolete.

Our solution is built using the following COTS products:

e _NET-based clit /server technology that is primarily an IIS-based Web
application, with users accessing the system via a Web browser. This
product provides an extensible customer-focused data model.

e Integrated, adaptable business management solution that streamlines
financial, customer relationship, and supply chain processes.

e Database technology that is proven to scale to the needs of large
enterprises. All customer data and reporting will be maintained and
managed within this product’s relational database. By using an award-
winning relational database, we leverage its power to provide real-time
access to data using reports and dashboards. Data presented in
meaningful ways using Key Performance Indicators (KPIs) can create



1es






th



State of Nebraska RFI 52016
P T R = T TR S S Ctntn NAN//TD

In addition, seamless integration with the Electronic Lien and Title (ELT)
interface and the Electronic Registration and Title Registration (ERT) interface
via our External Interface Gateway (EIG) provides timely updates to the State
DMV’s vehicle and lienholder records. Vehicle360 can support electronic titling,
from something as simple as flagging a customer’s record that an “electronic”
title is desired to implementing a full-fledged electronic titling transaction

workflow.

Our solution stores both a title number and a corresponding document ID on the
customer record, as well as providing the capability to receive and track
electronic odometer disclosures from dealers and emissions inspection stations,
providing greater control over fraudulent titles and attempted odometer
rollbacks.

Requisite receipts for titling transactions will be provided through integration
with CompleteMVA'’s financial module. Business rules will ensure that no paper
title is printed as long as there are one or more active liens on the vehicle record.
Paper titles can be printed individually for in-person transactions as well as in
batch for any titling transactions where liens have been released that day or no
liens were recorded at the time of titling. Integration with the shopping cart
functionality of CompleteMVA will ensure that any requisite title fees are
collected before the paper title is printed.

Registration

The Vehicle360 module of CompleteMVA provides all the functionality needed
for new/initial, renewal, duplicate, and temporary registrations, as well as the
provision and tracking of all plates, certificates, and decals issued as part of a

ro ‘strationt saction. Registration can be completed as a stand-alone
transaction or as a component of a combined titling and registration transaction

workflow.

Vehicle360’s registration transactions verifies that the vehicle is titled before it is
registered, ensuring all titling fees and taxes due the State are collected before the

registration transaction is processed.

Registration transaction workflows are triggered directly from the Customer360
screen after selecting the related vehicle record. The user enters information on
the type of registration as well as the desired registration validity period, if
options are available. Business rules associated with the selected registration
type will be used to ensure the customer and/ or the vehicle meets all
requirements for the request registration. If requirements are not met, the
registration transaction will be placed on hold for a configurable period. If all
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If desired, Vehicle360 can be fully integrated with an IRP and/or IFTA solution
provided by a 3 party.

Vehicle Records

The foundation of CompleteMVA is “one customer, one record.” This concept
supports the provision of certified and non-certified motor vehicle records to
multiple types of requestors via various service delivery channels. It also
supports the provision of record real-time inquiry capabilities to law
enforcement and other government entities.

Business rules are used to determine what type of title and registration records
the requestor is authorized to obtain (e.g., certified or non-certified) as well as to
govern both the data elements that must be provided by the requestor in order to
obtain the requested record and the data elements that can be returned. Business
rules also ensure applicable fees are collected based on the requestor type. If
desired, frequent requestors of title and registration records can set up user
accounts, eliminating the need for State DMV staff to review and approve
individual requests before they are processed.

In cases where the requested title or registration data can be pulled solely from
data within CompleteMVA and/or images within the State DMV’s document
repository, these requests can be processed automatically in overnight batch and
returned to the requestors electronically or via U.S. mail. If microfilm research is
needed to fulfill the request (such as a request for a complete vehicle history), the
request can be placed automatically in a work queue within Vehicle360. Online
inquiries from law enforcement or other government agencies are processed in

real time.

CompleteMVA provides the capability to include a certification statement and an
electronic signature on certified records as part of the PDF responses returned.
All record request transactions create unique transaction numbers and audit
logs. Images of all responses are attached automatically to the application and
are accessible through the customer history portion of the Customer360 record.
These features ensure that DMV staff can:

e Determine which entities got title or registration records on which

customers on which dates
» Reproduce the actual response, if needed

The provision of title and registration to bulk requestors such as R. L. Polk can be
handled as electronic file transfers via the External Interface Gateway or through
a third-party portal provider, as desired by the State DMV.
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learned and industry leading practices from its years of experience with
projects of similar scale, size, and complexity to work with the State DMV
and the project governance to oversee that the project meets agreed upon

objectives.

e Program Management and PMO - The program management and PMO
teams are charged with the responsibility of providing overall
management and oversight of the MorphoTrust team in the fulfillment of
its contractual obligations for the project. This team manages day-to-day
project activities including: deliverables, risks and issues, project status
and project schedules and timelines. This team consists of the Program
Manager and PMO Lead.

¢ Foundation Team - The Foundation Team is the integrated Scrum team
responsible for the configuration and development of the foundational
components of the solution. This team is comprised of a Scrum Master,
business analyst, business subject matter experts (SMEs), Solution
Architect, and quality analyst tester. In keeping with the project’s
delivery methodology, this team should not exceed nine team members.

e Vehicle Services - The vehicle services team is the integrated Scrum team
responsible for the configuration and development of the Vehicle Services
component of the solution. This team is comprised of Scrum master,
business analyst, business subject matter experts (SMEs), solution
architect, and quality analyst tester. In keeping with the project’s delivery
methodology, this team should not exceed nine team members.

e Technology and Architecture - The technology and architecture team is
comprised of our technical architect, data conversion lead, configuration
lead, lead developer, product development liaison, performance test lead,
and security architect. They are charged with the tasks associated with
the database environment design, data synchronization strategy,
migration strategy, data warehouse gap analysis and development
environment foundation support by providing a scalable technical
info © ¢ "7 2solution. We bring resources that are deeply
skilled specialists in the delivery of infrastructure, database design,
product development and configuration and performance testing to this
team. These resources would leverage lessons learned and industry

leading practices to implement a scalable solution.

Key Personnel

Table 2 provides a summary of MorphoTrust key roles.
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Our training documentation includes all participant guides, user operations
manuals, technical documentation, training aides, and classroom handouts for
instructor-led classes suitable for daily use as reference materials. We will
provide the entire series of training classes on video for future use. Additionally,
we will provide all materials as editable documents that will become the
property of the State DMV to modify and reproduce as needed. We will provide
support for content, knowledge, and expertise to assist in updating or modifying

any course or materials, if requested.

For the training environment, we will provide an agreed-upon number of
training machines; typically, we use a three-to-one (3:1) ratio for training events.
For example, for an average class size of 15-20 individuals, we would provide

about five or six training machines.

MorphoTrust will work with the State DMV to establish a training schedule that
will cover all training events. For instance, pre-learning such as e-learning

modules, UAT tester training, and dry run demonstrations are listed in the draft
Training Plan with a tentative timeline to assist you in making decisions for staff

training events.

4. Service Level Agreements (SLAs)

The State DMV requests any standard SLA information

We have included a sample SLA as Appendix A.
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5. Network Configuration

Is there a minimum network bandwidth or capacity required, and what transaction rate will the
minimum support? What networking challenges have you encountered when implementing your
solution for clients similar to the Nebraska VTR?

The MorphoTrust solution is fully browser based requiring a minimum of T1 or
1.544 MB/S connection between the office location and main data center.
However, we recommend 10MB/s from the physical location to the central IT
data center where the application is hosted for optimal performance.
MorphoTrust created a solution that supports a “Data Relay” capability which
can monitor bandwidth throughout the day and can prioritize the upload of
larger data files based on availability of the network. This was required in our
first implementation and has proven very successful while the customer
upgraded their networking to more modern infrastructure.

6. Hardware and Software Configuration

If Nebraska hosts your system on Nebraska owned, physical hardware: What is the minimum
hardware required to operate your system? Please include any information about central
hardware (primary servers, failover servers). For each server required in the solution, please
provide the following information:

i
ii.
iii.
iv.

V.

Server purpose or component description

Processor requirements

Storage capacity requirements

Options for scaling the system component to meet growth needs

Options for achieving high availability for the system component
MorphoTrust can provide a base capacity planning document which can be
adjusted to meet thenec * of © Nebraske “MV. Our solution fully supports a
virtualization approach that can be deployed on either VMware or Hyper-V. If a
full server configuration of dedicated hardware is required then we can also
provide the exact specifications for the required server side capacity. Without
specific metrics we can only give a suggested configuration. Table 3 provides the
hardware required for the production environment in Nebraska DMV.
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d. Whatis the minimum county treasurer office or State DMV end-user hardware needed to conduct
the business of registering and titling vehicles:

i. User hardware: Does your system require specific or proprietary hardware?
ii.  User peripherals: What minimum hardware set up is required per workstation?

The minimum specifications for the county workstations are presented in Figure
3.

e. Based on the information provided in Section Ill C of this RFI, what hardware configuration
incompatibilities between your solution and the State’s existing environment, or other DMV
systems, do you foresee (such as the State Mainframe)?

MorphoTrust does not see any major incompatibilities with the defined
infrastructure contained this Section III C. We provide all the necessary tools to
connect to legacy system and use these tools to create a parallel operations bridge
for transitioning from legacy to the new MorphoTrust solution.

7. Database Requirements
a. What database structure does your system utilize? Are there any requirements or prerequisites
for your solution’s database or database structure?
MorphoTrust’s solution supports the Microsoft SQL Server relational database
management system. There are no specific requirements or prerequisites beyond
the described minimum hardware requirements.

8. Data Cleansing and Conversion
a. What experience do you have consolidating separate county and state databases into a single
statewide title and registration database?
Our team has significant experience converting large volumes of complex data in

a secure manner, including biometric data, images, and PIL In addition, our team
also has extensive experience deploying systems to large numbers of remote
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¢ Converting and merging customer records from multiple legacy data

stores to create one common customer view

e Determining how much history to convert from various legacy source
systems and how much should be archived

e Converting legacy data in stages to reduce risk and minimize impact to
the organization

¢ Building driving history from legacy data —for example, it is imperative
customers are not mistakenly sanctioned due to an incorrectly converted

driving record

e Creating a data replication/synchronization strategy encompassing
mainframe data and other stores and an implementation that reduces risk
and allows for iterative rollout and adoption of the modernized system,

while creating safeguards

These are just a few examples of the types of conversion challenges we have
faced and managed. To minimize risk and ensure a successful conversion, it is
crucial to create a well thought-out conversion strategy and plan, and to follow a
methodology that addresses these early in the program.

Are there specific tools or techniques you use for cleansing registration and title data? For
example, in Nebraska'’s current environment, data for the same vehicle may be contained in
separate county databases, such as when a customer moves from one county to another. The
expectation is having multiple records opens the possibility customer and/or vehicle information in
those records may contain discrepancies. How would you recommend the State DMV approach

resolving this issue?

MorphoTrust will complete a full data analysis and provide the profiling results
to the Nebraska DMV. These profile results will allow the collaboration between
MorphoTrust and Nebraska DMV to make determinations on how best to clean
identified data. MorphoTrust leverages SQL Server capabilities, Master Data
Management functionality, and standard Extract, Transform, and Load
techniques to insure the identified data is cleansed. If the discovery phase
requires more robust tools to speak with the existing legacy data structure,
MorphoTrust employsaprc = =~ ™ "T 77 etc'” "n to help with the

process.

In your experience what specific data elements have caused the biggest issue(s) with
conversion?

MorphoTrust through our experience, find that the non-relational data

tc y orphaned data fields. Identifying and connecting the
primary keys from the corresponding tables can assist in a more comprehensive
data analysis. Many fields like Customer ID and Vehicle ID are prone to
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National Motor Vehicle Title Information System (NMVTIS)

Dealer and fleet processing

VIN/HIN validation

MSRP values

Address validation

Other third-party data providers and stakeholders?
MorphoTrust provides an External Interface Gateway which acts as the
intermediary to all third party and external business relationships the Nebraska
DMYV maintains. The EIG contains an Enterprise Service Bus with a set of 14 pre-
configured connectors designed to simplify and secure all data exchanges. The
listed items in this question would be managed through the EIG and would go
through thorough testing to insure all compliance and certifications were met
with the identified business partner. MorphoTrust has a dedicated line to our
development offices to build and pre-test all AAMVA interfaces like NMVITIS
and ELT plus we have already integrated Address Verification into the core
product. All required interfaces to business partners needed to achieve full
compliant transactions, will be evaluated and designed to leverage the solution’s
EIG.

b. Does your system include a document management and imaging solution? If so, please provide a
brief explanation?

To remain compliant with State rules, it is critical that the solution capture
electronic images of physical documents, attach those images to a customer
record, and store them in a document management system. When a customer
purchases a vehicle, one of the business workflow steps an examiner must
complete is to obtain and scan the bill of sale or a surrendered title. Within the
workflow steps, the examiner must select the document type on a screen and
perform the scan. Once the document is scanned and saved, the scanning shared
general service will send a copy to the document-management system repository
along with captured Meta data. A link will be created within the customer record
indicating the document was scanned and any metadata entered is updated on

the customer’s record.

By leveraging a shared general service in our architecture, all user interfaces
(Uls) will employ the same steps for scanning and linking documents to
customers and ultimately storing these documents in the document management
system. Reusing general services significantly reduces the complexity of doing
simple transaction steps and reduces training needs by providing a simple and

intuitive user experience for scanning.
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transition to a modern, point and click based application. This is why
MorphoTrust stresses the importance of proper training in its solutions.

Legacy applications are also typically mono-functional, e.g.: each application
serves a single purpose. Because of this, employees in most jurisdictions are
required to master several dozen applications in order to perform their duties.
CompleteMVA combines all functions into a single, customer-centric view,
which can at first be overwhelming. However, because all functions in
CompleteMVA operate in the same, intuitive manner, training and transition to
the new application is kept to a minimum.

Lastly, CompleteMVA is a highly configurable system. And like all such systems,
this level of configurability can be overwhelming. But with proper training and
assistance, MorphoTrust will ensure that the DMV gets the training required to
configure the system according to its business needs, and also to manage the

system properly and effectively.

13.Budget

a. The State DMV requests the following information for budgeting purposes:

One Time
a) Solution Design
b) Implementation
Annual, Recurring
a) Ongoing Maintenance
b) Ongoing Support
The estimated cost ranges are approximately:
One time:
From $15 million to $25 million depending on agreed scope and schedule.
Annual, Recurring:

From $1 million to $3 million per year depending on agreed scope,
. nse times etc.






MORPHOTRUST USA, LLC
ANNUAL SOFTWARE MAINTENANCE TERMS AND CONDITIONS
Sfor use with
End User Customers
covering
MorphoTrust® Software Products

L GENERAL SCOPE OF COVERAGE

Subject to payment in full of the applicable annual
support fees for the software (“Software”) described in
MorphoTrust USA, LLC’s (“MorphoTrust”) current
Maintenance Terms and Conditions Addendum
(“Addendum™)  with  customer  (“Customer”),
MorphoTrust, or its authorized agents or subcontractors,
shall provide the Software support services (“Services™)
set forth and in accordance with the terms herein (this
“Agreement”) and the Addendum. The terms of the
Addendum are hereby incorporated into this Agreement
by this reference.

This Agreement is entered into in furtherance of the
parties’ written agreement for MorphoTrust’s delivery of
the Software to Customer, as is subject to the terms of
such written agreement. In the event of any conflict or
inconsistency between the terms of this Agreement and
the parties’ written agreement for MorphoTrust’s
delivery of the Software to Customer, the latter shall
control.

IL HELP DESK SUPPORT SERVICES
The Services provided by MorphoTrust are as follows:

A. Unlimited telephone and email support for
reporting Software issues to the MorphoTrust Support
Center (the "Help Desk") via telephone or email (see
Section IV herein). MorphoTrust’s Help Desk is
available on a 24/7 basis for the reporting of Software
issues. MorphoTrust’s Help Desk is staffed with trained
Software support specialists during MorphoTrust’s
standard business hours of 6:00 AM to 6:00 PM CST,
five days per week (Monday through Friday), excluding
MorphoTrust’s recognized holidays. Customer will
receive a telephone or e-mail response, as appropriate,
within four (4) business hours from the time the
Customer's request for support was logged by the
MorphoTrust Help Desk during MorphoTrust’s standard
business hours. /By way of illustration only, a Customer
call placed at 7:00 a.m. CST on a MorphoTrust work
day would be returned by no later than 11:00 a.m. CST
that same day. By way of further illustration, a
Customer call placed at 5:30 p.m. Central on a weekday

1

would be returned no later than 9:30 a.m. Central the
next MorphoTrust work day.]

B. MorphoTrust shall provide Customer with
reasonable technical assistance concerning the following
via telephone, e-mail or facsimile:

(i) MorphoTrust will determine if the problems the
Customer is encountering are attributable to errors in
the Software;

(il) MorphoTrust will answer questions concerning
installation of the Software in the form originally
delivered and installed, if applicable, by
MorphoTrust; and

(i) MorphoTrust will seek to resolve Customer’s
problems that occur during normal usage of the
Software.

Notwithstanding the foregoing, if MorphoTrust
determines that Customer requires ongoing help with a
particular problem which is not caused by errors in the
Software, or is outside the scope of the original Statement
of Work, MorphoTrust may, in its sole discretion, refer
Customer to MorphoTrust’s professional services support
group for which MorphoTrust may require an additional
fee.

C. MorphoTrust will use reasonable commercial
efforts to remedy any programming error in the Software
covered hereunder which is solely attributable to
MorphoTrust and prevents the Software from
substantially conforming to MorphoTrust’s specifications
for the Software. Such remedy may consist of correcting
portions of the Software, or communication to Customer
of a workaround which gives Customer the ability to
achieve substantially the same functionality as would be
obtained without the programming error, as determined
by MorphoTrust.

D. MorphoTrust shall make available to Customer
one (1) copy of any Software Updates in object code and
one (1) set of user manual Updates (if applicable) for
each copy of the Software licensed by Customer; as the
Updates become available for general release and to the

2016 MorphoTrust USA LLC Software (All Product Lines) Annual Maintenance




extent such Updates apply to Software covered by this
Agreement. The term “Updates” means modifications,
corrections, bug fixes, or additions to the Software or
documentation (which is generally denoted by
MorphoTrust as a change to one or more numbers to the
right of the decimal point) for which MorphoTrust does
not charge an additional fee to licensees who are
similarly situated to Customer, The term “Updates” does
not include any upgrades to the Software (which is
generally denoted by MorphoTrust as a change to one or
more numbers to the left of the decimal point).
E. The Customer shall have the following
responsibilities under this Agreement:

(D Customer’s request for support shall describe the
problem with the Software in sufficient detail to enable
MorphoTrust to understand and duplicate or recreate the
problem. Customer shall provide the following
information to MorphoTrust when submitting its request
for support:

(a) Customer installed address, account number,
product and serial number (as may be shown
on the front page of the Addendum), product
registration number, license number or
incident number, if applicable;

(b) name and version number of Software;

(c) exact wording of error messages;

(d) recital of steps taken by Customer before the
problem occurred;

(e) a list of steps taken by Customer in
attempting to resolve the problem; and

(f) appropriate log files as may be requested by
MorphoTrust.

MorphoTrust reserves the right to request such further

information as MorphoTrust reasonably deems
necessary.
(2) Customer agrees to incorporate the Updates as

soon as practicable and acknowledges that failure to
incorporate such Updates may make subsequent Updates
unusable.

3) Customer shall designate a named contact person
per installation who will receive all corrections, Updates,
correspondence, and other communications concerning

2

the Software, and will notify MorphoTrust in writing of
any change in the contact person.

1118 EXCLUSIONS FROM SERVICES

The Services consist of those services that are expressly
described herein. In no event shall the Services include
any of the following:

e MorphoTrust’s obligations of support are limited
to the current and two (2) previous updated
versions of the Software.

e MorphoTrust’s obligations of support shall only
apply for one (1) year after MorphoTrust’s
notification of its intent to obsolete or end-of-life
the Software.

e MorphoTrust’s obligations are dependent upon
Customer  providing  MorphoTrust  with
sufficient information to enable MorphoTrust to
reproduce the reported errors with the Software.

e MorphoTrust shall have no obligation for the
correction of errors that are due to a breach by
Customer of the terms of Customer’s Software
license, or which cannot be remedied due to
either the operational characteristics of the
computer equipment on which the Software is
used or to any modifications to the Software
made by Customer.

e In the event MorphoTrust agrees to correct any
errors not covered by this Agreement, Customer
shall pay MorphoTrust for all such work at
MorphoTrust’s then-current standard time and
materials charges and terms and conditions.

o MorphoTrust shall have no obligation of
supporting Customer with errors that are
reported with items other than the Software
itself.

e Additional services beyond the level of Service
originally ordered by Customer.

e Support or troubleshooting for
provided communication networks.

e Support required due to failures caused by
Customer or Customer’s software or other
software, hardware or products not licensed by
MorphoTrust to Customer.

e Providing or installing updates or upgrades to
any third party (i.e., Microsoft, Oracle, etc.)
software.

e Support required due to failures resulting from
software viruses, worms, Trojans, and any other
forms of destructive or interruptive means.

Customer

IV. SERVICE CALLS
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Customer may contact MorphoTrust’s TouchCare
Support Center by calling 1-888-HELP-IDX (888-435-
7439) in the U.S. and Canada, or outside the U.S. and
(anada at 952-945-5512, e-mailing
or faxing MorphoTrust’s Help
wesK ar voz-v4o-oouu.  MorphoTrust’s Help Desk will
place the Customer’s call in the escalated support queue
for response by the appropriate MorphoTrust support
personnel during MorphoTrust’s normal business hours.

V. TERM AND TERMINATION

This term of this Agreement shall commence upon
MorphoTrust’s receipt of the annual support fee
reflected in the Addendum and shall continue for a
period of one (1) year. This Agreement may be renewed
for additional one (1) year terms upon the parties’
mutual agreement and Customer’s execution of an
updated Addendum and MorphoTrust’s receipt of the
applicable annual support fee reflected in the updated
Addendum. Either party may terminate this Agreement
in the event of a material breach by the other party that
remains uncured for a period of thirty (30) days from the
date the non-breaching party provided the other with
written notice of such breach.

VL. FEES FOR SERVICES

A. The initial fee for Services under this Agreement
shall be the amount set forth in the Addendum. The
annual support fee during any renewal term will be
MorphoTrust’s current rates in effect at the time of
renewal. Customer agrees to pay the total of all charges
for Services annually in advance within thirty (30) days
of the date of MorphoTrust’s invoice for such charges.
Customer shall pay any municipal, state or ~ le ° taxes,
however designated, levied or based on the charges
payable under this Agreement that may be paid or be

payable by MorphoTrust, excluding taxes on
MorphoTrust’s income.
B. If Customer does not pay MorphoTrust’s fees

for Services provided hereunder when due: (i)
MorphoTrust may suspend performance of its obligation
to provide Services until the account is brought current;
and (ii) MorphoTrust may, at its discretion, provide the
Services at current “non contract/per call” rates on a
COD basis. Customer agrees to pay MorphoTrust’s
costs and expenses of collection including the maximum
attorneys’ fee | “ted by law (said fee not to exceed
25% of the amount due hereunder).

VII. LIMITED WARRANTY / DISCLAIMER /
LIMITATION OF LIABILITY

20161
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MorphoTrust shall provide the Services hereunder in a
professional and workmanlike manner by duly qualified
personnel. EXCEPT FOR THIS LIMITED
WARRANTY, MORPHOTRUST HEREBY
DISCLAIMS ALL WARRANTIES, EXPRESS AND
IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE IN REGARD TO THE
SERVICES, SOFTWARE, UPDATES AND ANY
OTHER GOODS PROVIDED HEREUNDER. IN NO
EVENT SHALL MORPHOTRUST’S AGGREGATE
LIABILITY TO CUSTOMER ARISING OUT OF, OR
RELATED TO, THIS AGREEMENT, UNDER ANY
CAUSE OF ACTION OR THEORY OF RECOVERY,
EXCEED THE NET FEES FOR MORPHOTRUST’S
SERVICES ACTUALLY PAID BY CUSTOMER TO
MORPHOTRUST UNDER THE APPLICABLE
ADDENDUM TO THIS AGREEMENT DURING THE
TWELVE (12) MONTHS PRIOR TO THE DATE THE
CUSTOMER’S CAUSE OF ACTION AROSE. IN NO
EVENT SHALL MORPHOTRUST BE LIABLE TO
CUSTOMER FOR ANY INDIRECT, SPECIAL,
INCIDENTIAL, CONSEQUENTIAL OR PUNITIVE
DAMAGES (INCLUDING, BUT NOT LIMITED TO,
LOST PROFITS OR  REVENUE; LOSS,
INACCURACY, OR CORRUPTION OF DATA OR
LOSS OR INTERRUPTION OF USE; OR FOR ANY
MATTER BEYOND MORPHOTRUST’S
REASONABLY CONTROL, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. NO
ACTION, REGARDLESS OF FORM, MAY BE
BROUGHT BY CUSTOMER MORE THAN TWO (2)
YEARS AFTER THE DATE THE CAUSE OF
ACTION AROSE.

VIII. LIMITED LICENSE TO UPDATES

The terms of the license agreement between MorphoTrust
and Customer for the Software shall govern Customer’s
use of any Updates.

IX. U.S. GOVERNMENT REQUIRED FLOW
DOWNS.

MorphoTrust operates its business under the terms of a

National Security Agreement with the United States

Government. The following provisions are required to

be included in MorphoTrust’s agreements with licensees

of its Software:

A. If the Customer supplies any hardware or hardware
components to MorphoTrust under this Agreement,
such hardware shall: (1) not include any software or
firmware; or (2) unless agreed in advance and in
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writing by MorphoTrust’s Chief Security Officer or
Chief Compliance Officer, only include software or
firmware that is either (i) generally available to the
public (sold from stock at retail selling points
without restriction by means of over-the-counter
transactions, mail order transactions, electronic
transactions, or telephone transactions) and designed
for installation by the wuser without further
substantial support by the Customer; or (ii) in the
public domain (not protected by patent or copyright
and subject to use and appropriation by anyone).
Notwithstanding the foregoing, if Customer is a
Safran or Morpho company that is affiliated with
MorphoTrust, such Safran or Morpho company shall
not supply MorphoTrust with hardware containing
any software or firmware unless agreed in advance
and in writing by MorphoTrust’s Chief Security
Officer or Chief Compliance Officer.

If Customer is a vendor, consultant, subcontractor,
placement service, or any other manner of service
provider to MorphoTrust, then unless agreed in
advance and in writing by MorphoTrust’s Chief
Security Officer or Chief Compliance Officer,
Customer shall ensure that all of the personnel that
Customer makes available to MorphoTrust shall be
only United States citizens who have passed a
background check by MorphoTrust’s trusted third
party background check service provider. The term
“United States citizen” does not include dual
nationals, i.e., U.S. citizens who are also citizens of
another country are not “U.S. citizens” for purposes
of this requirement. MorphoTrust will provide the
required background check forms that Customer
personnel shall return to MorphoTrust’s Chief
Security Officer, and MorphoTrust’s Chief Security
Officer will notify Customer in writing whether a
Customer personnel has or has not passed the
background check. Customer shall not make such
personnel available to MorphoTrust until after
MorphoTrust’s Chief Security Officer or Chief
Compliance Officer have notified Customer in
writing that its personnel have passed the
background check. It shall be a material breach of
this Agreement by Customer if any of Customer’s
personnel begin to render services to or on behalf of
MorphoTrust  before passing MorphoTrust’s
required background check. All Customer U.S.
citizen personnel that visit MorphoTrust’s facilities
shall be escorted by MorphoTrust personnel at all
times.

If under this Agreement, MorphoTrust provides
Customer with MorphoTrust developed software in
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furtherance of Customer’s contract with any U.S.
federal, state or local government entity, then unless
agreed in advance and in writing by MorphoTrust’s
Chief Security Officer or Chief Compliance Officer,
Customer shall not provide, share, allow access to,
or otherwise disclose any such MorphoTrust
developed software to anyone not employed by
MorphoTrust or the U.S. federal, state or local
government entity customer of Customer.

. Any consulting services that are provided by third

parties to MorphoTrust require the advance written
approval of the United States Government. If
Customer is being engaged by MorphoTrust to
provide consulting services, then Customer agrees
that it shall not begin to provide consulting services
to or on behalf of MorphoTrust unless and until
MorphoTrust’s Chief Security Officer or Chief
Compliance Officer provides Customer with written
notice that Customer may begin to provide such
services, and that Customer’s commencement of
services before such MorphoTrust notification shall
constitute a material breach of this Agreement by
Customer. If Customer receives written notice from
MorphoTrust of the U.S. Government’s approval,
such notice may include additional terms and
conditions that the U.S. Government requires be
imposed upon MorphoTrust and Customer for
Customer’s rendering of the consulting services.
Customer agrees that its acceptance of these
additional terms and conditions is made by either (1)
Customer commencing performance of its
consulting services at any time after receiving such
notice from MorphoTrust, or (2) notifying
MorphoTrust in writing that Customer accepts such
additional terms and conditions.

In the course of the Customer’s rendering of services
to or on behalf of MorphoTrust, no Customer U.S.
citizen personnel using individual or collective DMV
(or equivalent agency) records or other U.S. federal,
state or local government entity databases may make
data inquiries, compilations, or cross-references of
any U.S. government contract information (including,
but not limited to, all data and information obtained or
accessed pursuant to the government contract, law
enforcement information, U.S. and foreign citizen
personally identifiable information, software, source
code, technology and trade secrets, passport and
border crossing card stock or other security features
and related consumable items), unless directly
requested by the local, state, or federal entities
themselves. Any data inquiries, compilations, or
cross-references of U.S. government contract

2016 MorphoTrust USA LLC Software (All Product Lines) Annual Maintenance



information across more than one state database shall
require the approval in writing of the U.S.
Government. If Customer learns of any unauthorized
disclosure of such U.S. government contract
information to any third party, such breach or
suspected breach shall be immediately reported by
Customer to MorphoTrust’s Chief Compliance
Officer or Chief Security Officer.

X. MISCELLANEOUS

In no event shall MorphoTrust be responsible for delays
in the performance of Services when the same are the
result of any cause beyond MorphoTrust’s control,
including but not limited to fires, floods, strikes or other
labor disputes, acts of sabotage, riots, precedents or
priorities granted at the request or for the benefit,
directly or indirectly, of the federal or any state
government or any subdivision or agency thereof, delay
in transportation or lack of transportation, facilities,
restrictions imposed by federal, state or other
governmental legislation or rules or regulations thereof.

This Agreement shall be governed by and construed
according to the laws of the State of Maryland,
excluding its conflict of laws provisions. This
Agreement and the written agreement between the
parties concerning MorphoTrust’s delivery of the
Software to Customer constitutes the entire agreement
between the parties regarding the subject matter
described herein and may not be modified except in
writing signed by duly authorized representatives of
MorphoTrust and the Customer. Customer’s purchase
orders and other documents issued by Customer
subsequent to the execution of this Agreement shall not
supplement or amend the terms of this Agreement. This
Agreement may not be assigned by Customer without
the prior express written consent of MorphoTrust.
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